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Abstract-Mobile Grid Computing is an environment that allows 

sharing and coordinated use of diverse resources in dynamic, 

heterogeneous and distributed environment using different types of 

electronic portable devices. In a Grid environment the security issues 

are like Authentication, Authorization, Message protection and 

Delegation handled by GSI (Grid Security Infrastructure). Proving 

better Security between Mobile devices and Grid infrastructure is a 

major issue, because of owing to the open nature of wireless 

networks, heterogeneous and distributed environments. In a Mobile 

Grid environment, the individual computing devices may be 

resource-limited in isolation, as an aggregated sum, they have the 

potential to play a vital role within the Mobile Grid environment. 

Some adaptive methodology or solution needed to solve the issues 

like Authentication of a base station, Security of information flowing 

between a mobile user and a base station, Prevention of attacks 

within a base station, Hand-over of  authentication information, 

Communication cost of establishing a session key between mobile 

user and base station, Computing complexity of achieving 

authenticity and security. The sharing of resources of the devices can 

be achieved only through the trusted relationships between the 

mobile hosts (MHs). Before accessing the Grid Service, the mobile 

devices should be proven authentic. This paper proposes the 

Dynamic certificate based mutual authentication protocol between 

two mobile hosts in a mobile grid environment. The certificate 

generation process is done by CA (Certificate Authority) for all the 

authenticated MHs. Security (because of validity period of the 

certificate) and Dynamicity (transmission time) can be achieved 

through the secure service certificates. Authentication protocol is 

built on communication services to provide cryptographically 

secured mechanisms for verifying the identity of users and resources.  

Key words: Mobile Grid Computing, Certificate Authority (CA), 

SSL/TLS protocol, Secured Service Certificates. 

1. Introduction 

  It is possible to combine Grid technology and mobile 

technology in order to create one of the most promising 

technologies and developments to appear in recent years. In that 

they enrich one another and provide new solutions that solve 

many of the limitations and problems found in different 

technologies, such as reduced CPU performance, small 

secondary storage, heightened battery consumption sensitivity, 

and unreliable low-bandwidth communication. Although the 

individual computing devices may be resource-limited in 

isolation, as an aggregated sum, they have the potential to play 

a vital role within grid computing. Authentication and secure 

communication is the main task of the mobile grid technology. 

Security is a very important factor in Mobile Grid Computing 

and is also difficult to achieve owing to the open nature of 

wireless networks and heterogeneous and distributed 

environments. In a Grid environment the security issues like 

Authentication, Authorization, Message protection and 

Delegation is handled by GSI (Grid Security Infrastructure). 

But in a Mobile Grid environment, the individual computing 

devices may be resource-limited in isolation, as an aggregated 

sum, they have the potential to play a vital role within the 

Mobile Grid environment. Some adaptive methodology or 

solution needed to solve the issues like Authentication of a base 

station, Security of information flowing between a mobile user 

and a base station, Prevention of attacks within a base station, 

Hand-over of authentication information, Communication cost 

of establishing a session key between mobile user and base 

station, Computing complexity of achieving authenticity and 

security. 

The sharing of resources and devices can be achieved 

only through the trust relationships between the mobile hosts 

(MHs). Before accessing the Grid Services the mobile devices 

should be proven authentic. This paper proposes the Dynamic 

certificate oriented mutual authentication protocol between two 

mobile hosts in a mobile grid environment. The certificate 

generation process is done by CA (Certificate Authority) for all 

the authenticated MHs. Security (because of validity period of 

the certificate) and Dynamicity (transmission time) can be 

achieved through the dynamic certificates. According to the 

request of MH, the certificates are dynamically generated using 

CA’s public key. Authentication protocol is built on 

communication services to provide cryptographically secured 

mechanisms for verifying the identity of users and resources.  

Authentication and session key establishment can take 

place at two different levels: between a network and MHs, and 

between two distinct MHs. In the former instance, a secret 

communication over the traffic channel between a network and 

an MH is guaranteed through some transmission protocols like 

SSL (Secure Socket Layer) /TLS (Transport Layer Security). 

However, the privacy of conversation between two MHs is not 

guaranteed since the encrypted message is always decrypted by 

the network before forwarding it to another mobile user. In the 

latter instance, two mobile users can exchange their messages 

secretly since the session key established between them is only 

known to them, not exposed to the network.  

 The remainder of this paper is organized as follows. 

Section 2 derives the related work and their shortcomings. 

Section 3 derives the proposed work along with the 

architectural view and how information security is provided in 

wireless environment. Section 4 gives sample query latencies 

and transmission time interval for resource constrained mobile 
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nodes. Section 5 presents conclusions and future directions of 

the security issues and progress related to mobile grid 

environment. 

2. Related Work 

The integration of mobile wireless consumer devices 

into the Grid may cause limitations like reduced CPU 

performance, small secondary storage, heightened battery 

consumption sensitivity, and unreliable low-bandwidth 

communication. Given that the benefits of combining the 

resources of mobile devices with the computational grid are 

potentially enormous, one must compensate for the inherent 

limitations of these devices in order to successfully utilize them 

in the Grid. Proxy-based, clustered system architecture [1] with 

favorable deployment, interoperability, scalability, adaptivity, 

and fault-tolerance characteristics as well as an economic 

model was proposed. Scheduling, performance and security 

related issues [2] in various networking contexts of mobile Grid 

computing were discussed. The main limitation will be usage of 

many proxy-based nodes which leads to a cost effective. The 

utilization of baseline devices is easy to solve; but hard to 

diagnose. The motivation of the user is to contribute the 

baseline resources to the grid. 

  Middleware based adaptive security protocol 

selection architecture [3] was designed related suitable for 

wireless medium, system resource-usage, hardware capacities, 

application defined restrictions, and data semantics. The 

conventional authenticated session key exchange protocol [4] 

based on the certificate was discussed. The authentication 

protocol based on the public-key certificate eliminates the need 

for contacting the mobile user's home network as long as the 

certificate has a valid expiration date, even though that user is 

being serviced in the visiting network operated by another 

service provider. The drawback of the authentication protocols 

based on certificates discussed here used RSA algorithm which 

is computationally heavy to perform the encryption and also for 

progressing in the environment. 

Mobile user connects to the wireless protocol gateway 

which in turn authenticates to the user proxy on behalf of the 

user. In addition a security mechanism is included to protect the 

connection between the mobile device and the Wireless 

Protocol Gateway. The WAP gateway which translates WTLS 

[9] protected data to TLS protected data. WAP gateway 

receives WTLS traffic from mobile devices, decrypts the 

WTLS data and re-encrypts them by sending the data to the 

TLS traffic. Security mechanism on a mobile platform needs to 

satisfy the following requirements like Security, Easy to 

implement, Low Computation, Achieve entity authentication 

and achieve key exchange. The limitation of this paper is the 

WAP forum is outside the perimeter of GSI. And also for 

encryption RSA is used which is computationally heavy, 

Mobile client data will be compromised (i.e., Decrypted and 

converted as plain text). 

3. Proposed Work 

Our mobile grid architecture can be viewed as two 

layers consisting of Mobile hosts, and Grid environment. In our 

proposed architecture, Authentication and secured 

communication is focused. Authentication protocols build on 

communication services to provide cryptographically secure 

mechanisms for verifying the identity of users and resources. In 

designing the security protocols proposed here, the low 

computational power of the mobile stations and the low 

bandwidth of the wireless networks are considered. In this 

model, dynamic certificate-based mutual authentication scheme 

for mobile grid environment is derived. Using PKI (Public Key 

Infrastructure) scheme, digital signature is generated with the 

help of CA’s public key. The service certificates are stored in 

the MH (Mobile Host). In the proposed model Mutual 

Authentication and Secured Communication are performed 

between authentic MHs. 

3.1 System Architecture 

 Adding the security features to the MH will improve 

the security in a mobile grid environment. Whenever any new 

entry comes in, MH registers itself in MSS (Mobile Support 

Station). All the information will be stored only in MSS 

.Whenever any unauthorized MH tries to send data to 

authorized MH, it will immediately contact its MSS. If it is an 

authenticated user, then the entry will be there with its location 

register. The MSS checks in its location register and intimate 

whether the requested MH is authenticated one or not. If not, 

instead of sending the error reports to that MH, it’ll send the 

message by asking that MH to register itself. Through the 

Certificates, authentication can be provided. The 

communication path can be generated between one MH to 

another MH, and then the secure communication is possible. 

 
 

 

 3.2 Certificate Generation and Transmission     

        Process 

The certificate generation process is a two step 

procedure: First step is getting the certificates from Certificate 

Authority (CA). Second step is generation of Host Certificate 

using CA’s certificate. CA will maintain the list of 

authenticated mobile hosts. The communicating mobile host 

will get the CA’s public key and generate the private key using 

Public Key Infrastructure (PKI). Using the pair of keys the host 

certificate will be generated. The main ingredients of secure 

dynamic certificate are Version number, Certificate Serial 
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Number, Issuer (CA) Signature, and Identity of the issuer, 

Identity of the Subject (certificate holder), Subject signature 

and the Validity period of the certificate. These service 

certificates are generated only by the demand of MH. With all 

these ingredients the certificates are 

  All the generated mobile host certificates are stored in 

the corresponding MHs to perform further communication. The 

mobile host is tracked by the mobile communication network 

and thus the mobile host could move anywhere. Two way 

communications is possible between MH to MH and MH to 

static network. Set of grid services are available in Grid 

environment. Only authenticated MH with its service certificate 

can access the Grid resources. Certificate verification is done 

by MSS which is described in the following section. 

 

The certificate transmission process explained as follows: 

(1) Service requestor requests for a service certificate. 

(2) Service request is received by CA (Certificate 

Authority). CA extracts the identification of the 

service requestor and generates a certificate. 

(3) The certificate is transferred from CA to sender. The 

authenticated service certificates are stored in MSS.  

The wireless environment mobile nodes may have 

multiple roles of a broker, collator, sender on behalf of 

some other service requestor etc. The message flow is 

done in an encrypted mode. 

(4) After the service provider(s) complete the processing, 

the response is sent back to the service requestor back 

in the same path as that established during request 

sending. 

(5) CA will maintain a database for all the registered MH. 

All the registered MH will get the service certificate 

safely from CA using encryption process. 

(6) The above process is repeated for all registered MHs 

available in a Mobile Grid Environment. 

 

 

3.3 Mutual Authentication and Secure Communication  

 

 

In this session, we propose a new model of 

authentication protocol which helps to provide end-to-end 

security between two mobile hosts who are being serviced in 

the distinct mobile gird networks. So far, we have been 

concentrating on the security protocol, the privacy of messages 

exchanged between two mobile users is not guaranteed. If the 

MH to MH communication is not guaranteed then the accessing 

the service is also difficult. So we propose an end-to-end 

dynamic certificate based mutual authentication scheme 

between two mobile hosts. The communication between two 

MSSs should be protected from both outsiders and insiders of 

the mobile grid networks, which means that the certificates 

exchanged between them should not be exposed even to their 

home networks. This is possible only by maintaining the 

individual service certificates for each mobile host at their 

MSSs. 

MSSA         MHA   :    Ekr [IDA, IDB, n1] 

MSSA         MHA     :   Eku [Cert (MHA), n1] 

MHB           MHA    :    Ekr [Cert (MHA), n3] 

 

The service certificate will be generated using 

Certificate Authority (CA) and stored in the MSS. Two levels 

of mutual authentication and Certificate verification are 

required in the end-to-end security protocol. The one is 

necessary between the MH and the network, and the other is for 

two distinct MHs. Two MHs, MH (A) and MH (B) are located 

in two distinct networks whose MSSs are MSS (A) and MSS 

(B). Now, authentication and sharing the common session is 

possible between the mobile stations (MH (A) and MH (B)) 

through service certificates. MH (A) starts the communication 

by asking the authenticated service certificate to its MSS. The 

MSS (A) will provide the service certificate to MH (A). That 

certificate is forwarded to MH (B) in turn that will be 

forwarded to MSS (B) for verification. After the verification 

process some random message is generated and forwarded to 

MH (A). The same procedure will be repeated for MH (B) to 

have communication with MH (A) and the mutual 

authentication between mobile hosts starts. Session continued 

until the validity period of the certificate Security (because of 
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validity period of the certificate) and transmission time 

(Dynamicity) can be achieved through the dynamic certificates. 

4. Results 

In Mobile Grid environment the MHs are free to be 

migrated to any wired network. This flexibility is helpful for 

failure recovery, load balancing and network latency reduction. 

The given graph shows the effect on the MHs service 

certificates on the query latency for various migration 

frequencies. It can be seen that if the MH is migrated every 

time in the wireless environment, the query latencies are 

considerably high. This is due to the increase in the percentage 

of time spent in migration itself. But as they move frequency is 

reduced the query time improves. 

 

The following graph shows the comparison of the query 

latencies in the caching application for different 

‘Motes‘(Resource constrained mobile nodes). The 

transmissions interval is plotted against the ‘Motes’. The study 

shows that as the movement of mobile nodes increases, the 

transmission interval between MH increases. It is observed that 

the maximum transmission time with zero packet loss 

probability is much better when compared to earlier models.  

 

 
 

5. Conclusions and Future Directions 

 In this paper, we have briefly described the security 

issues related to the mobile grid environment. The Dynamic 

Certificate based mutual authentication scheme presented here 

provides a secured way of communication in a mobile grid 

environment. It mainly focuses on the security issue like 

authentication and secure communication. MSS will have all 

the authenticated MH’s entry. The communication is done 

between the mobile hosts (MHs) by exchanging the service 

certificates. Using PKI scheme digital signature is generated 

with the help of CA’s public key. The service certificates are 

stored in the MSS. According to the MH’s request, the 

authentication will be processed. Validity period is one of the 

main content of the service certificate. The certificate expires 

after the validity period is over. So information, waiting for 

long time in the network can be avoided. Authentic request will 

be serviced by MSS. Mutual authentication is done and the 

communication is taken place. Unauthorized host’s certificate 

will be verified and message is sent to the malicious MH by 

asking it to register properly instead of sending the usual error 

report. To generate the digital signatures the traditional 

algorithm RSA is used, which is computationally heavy to 

progress. Adding some security features with this proposed 

concept, the mobile devices can be progressed in the mobile 

grid environment in more secured manner. We are looking for 

reducing the load of MSS and keep the data safe. For that the 

data will be copied from MSS. This process is called sanitation 

process. Sanitation means secure removal of data from one 

place to the other. We are also currently analyzing various 

security protocols other than RSA to improve the security 

features in a mobile grid environment. 
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